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Decision-Making under Uncertainty md Harimanns

We build models of systems with...
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Probabilistic Uncertainty
Safety/reliability: P(F=* bad) =X

— probability of failure within bounded time
e.g. system crash within duration of tlight

Availability: lim - [ P(F=¢ bad)dt

tooo t

— steady-state probability of correct operc’rioﬁ
e.g. web server uptime

Rewards: [E(reward until goal)

— expected accumulated reward ’
e.g. energy consumed until recharge
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Probabilistically Uncertain Decisions
Pyt (F T) tor opt € {min, max} and target state set T

with T = bad: minimum probability to reach a bad state
with T = goal: maximum probability to reach a goal/sate state

Eope (reward until T) tor opt € {min, max} and target state set T

minimum/maximum reward accumulated to state in T
But also: ; L\/ij/
— What is the optimal strategy? e

— Can we quickly find a sutticient strategy satistying a
requirement, e.g. P(FT) < 1078 or E(r.u. T) = 602
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Computing and Optimising Probabilities

Our main technology: model checking * % d\c mﬂodi m/Opemes
— automatic veritication technique to check P s
whether a system meets its specitication /" 'model checker
o I | ‘
. - ! state space
ACM Tu rng Award 2007 n "l | ﬁ / ~ exploration
to Edmund M. Clarke, E. Allen Emerson, - %
and Joseph Sitakis tor model checking L l
/ . v analysis
..but we'll also look into Monte Cgﬂf‘: \ ¢ (eg SCCdetection,
< 1° . simu\uho counter- « §
statistical model checking P [
& reinforcement learning ‘. results
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Three Examples
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Optimising an attack
to erode trust in Bitcoin 1
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Power supply noise in a
network-on-chip system
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N
etwork-on-Chip Case Study
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. . * Concrete Model + Probabilistic Choice Abstraction | Arn d H arftmanns
N e‘I’WO rk_ O n - C h I p Mod eI | I n g * Predicate Abstraction * Boolean Queue Abstraction l

. datatype channel = {int direction,
]' Concrefe mOdel' int id, bool serviced, int priority,
FIFO channels quese bulderk;
] datatype router = {int unserviced,
O'F C(]p(]crl'y 4, int totalUnserviced, channel[] channelArray};

2. Predicate abstraction: replace complex data types by predicates

3. Probabilistic choice abstraction: delay randomness until relevant
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Network-on-Chip Model Checking

mcsta: check for number of noise-inducing events in n clock cycles

every-other-cycle flit generation: bursty flit generation: queues
unbounded state space too large,  regularly empty out, allowing
but bounded analysis possible full state space generation tor

reward-bounded analysis
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Delay-tolerant routing
in satellite constellations

Formal Approaches to Decision-Making under Uncertainty



Routing in Satellite Constellations

L(ECQJ (Sﬁéi'(i]’fg)s ground Delay-tolerant network:
e Brm'mls data hops from satellite to
) satellite when close ontact

Random message loss:

inaccurate orbits interference

node faults incomplete data

" - optimise delivery probability
ground | with < n copies

station

\/v
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MDP
Strategy choices + probabilities = Markov decision process

— use probabilistic model checking to tind best routing strategy

Distributed Information

= "scheduler"
Best scheduler for Ny (2 copies): Slot: T T Tw Ti T
1. Ty: send copy #1 to N, N ool semimmin i i i e >
2. T5: send copy #2 to N jm = 0.9 ps = 0.5 W
only it N3 did not get copy #]1 Ny -~ @ -—-@----f------ - B
3. Ts: send copy #2 to N, P2 = “-”} ps = 0.1
it it was not sent in T Vg e ’""’""}‘""*
pa =08 j
. global § N, cannot know this! Nz ceci wssns = sanas 3 SIS

uncertuin contact

lan (qbstrddio“)
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Scheduler Sampling for Space Routing

Solution: use SMC with scheduler sampling
— only teed local information to scheduler

: ) ~ [ a
omm o o o

O space, ground, STK |0N\ \ scheduler
- anduser _ [ ~ontact || contact cp2modest Modest | | modes | = idand
= segment Plan plan converter model SMC+LSS delivery

8 parameters Designer format probability
=

process Nodel (int(0..COPIES) copies) {
alt { .,v',‘,"' f - ,,,r,'g,"/.v v' ;,‘,",{} .":i[.’ll
:: nopl; rcv

:: when(copies >= 1) sndito2

v rev palt { ‘ PMC SMC-LSS-1000 SMC-LSS-10000 SMC-LSS-100000

Q :0.9: {= datal = 1, dest1 - : . . ) )

© :0.1: {= /* lost =/ =} } model global global distrib. global distrib. global distrib.

o .. when(copies >= 2) sndito2. -

e r(c)vaaJ{Lt c{i et example /unrel. 0.493 0.48 (0.49) 0.46 (0.47) 0.49 (0.49) 0.46 (0.47) 0.49 (0.49) 0.46 (0.46)

:0.9: {= datal = 2, destl e . - - -

"g 0,15 {= Jx lost+/ =¥ } example/acks 0.505 0.49 (0.50) 0.46 (0.48) 0.50 (0.50) 0.50 (0.50) 0.50 (0.50) 0.50 (0.51)
v .rey2tol;

'g rcv {= 1: copies += dest2= walker/unrel. 0.438 0.03 (0.06) 0.21 (0.30) 0.10 (0.16) 0.30 (0.37) 0.26 (0.33) 0.37 (0.38)

= iév; walker /acks 0.734 0.36 (0.38) 0.47 (0.48) 0.38 (0.40) 0.54 (0.60) 0.45 (0.47) 0.54 (0.56)

.

- _ SMC results
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Optimising an attack
to erode trust in Bitcoin
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Plan for the Week
Monday: Discrete-Time Markov Chains (DTMCs)

Tuesday: Markov Decision Processes (MDPs)

Wednesday: Model-Checking, Learning, and Statistical Algorithms

Thursday: ~ Program your own probabilistic model checker
To pass: 1. Deliver models from Tuesday
2. Deliver exercise solutions from Wednesday
2. Deliver model checker trom Thursday
can work
in pairs
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Prepare for Later

To avoid overloading the witi later:

1. Download and unzip the Modest Toolset from
https://www.modestchecker.net/Downloads/

2. Install GraphViz via your package manager or from
https://graphviz.org/download/

3. Make sure you have Python 3.7 or newer, see
https://www.python.org/downloads/

4. Optional: Download and install Visual Studio Code from
https://code.visualstudio.com/Download
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Course Material rnd Hartmanns

Slides, links, etc. are made available at

https://arnd.hartmanns.name/r102023/
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